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Abstract

Undesired navigation in browsers powers a significant class of attacks
on web applications. In a move to mitigate risks associated with undesired
navigation, the security community has proposed a standard that gives
control to web pages to restrict navigation. The standard draft introduces
a new navigate-to directive of the Content Security Policy (CSP). The
directive is currently being implemented by mainstream browsers. This
paper is a first evaluation of navigate-to, focusing on security, perfor-
mance, and automatization of navigation policies. We present new vulner-
abilities introduced by the directive into the web ecosystem, opening up for
attacks bypassing third-party cookie blocking, exfiltrating secrets, probing
to detect if users are logged in to other websites or have active shopping
carts, as well as leaking browsing history. Unfortunately, the directive
triggers vulnerabilities even in websites that do not use the directive in
their policies. We identify both specification- and implementation-level
vulnerabilities and propose countermeasures to mitigate both. To aid
developers in configuring navigation policies, we develop and implement
AutoNav, an automated black-box mechanism to infer navigation poli-
cies. AutoNav leverages the benefits of origin-wide policies in order to
improve security without degrading performance. We evaluate the viabil-
ity of navigate-to and AutoNav by an empirical study on Alexa’s top
10,000 websites.
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