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Abstract:

While there are many technical security controls available, the research- as well as the practitioner-
community agrees that a key aspect of information security is user behavior(Bulgurcu, Cavusoglu, &
Benbasat, 2010; Safa & Von Solms, 2016). It is also well established that users are usually a target
somewhere in the attack chain in any intrusion attempt at a computer system or network. Thus,
measures has to be taken to enforce secure user behavior. While technical controls are an important
part of security, making users understand the consequences of insecure behavior and behave in a secure
way is another key to good security. A common suggestion, in this regard, is training (Puhakainen &
Siponen, 2010). On the topic of training, Parsons (2018) suggests that training should not only be about
learning security, but also make users stop and think before they act.

In this presentation, ContextBased MicroTraining (CBMT), a framework for training users to behave
securely and has been developed during several years is presented (Kdvrestad & Nohlberg, 2015;
Skargard, 2017; Werme, 2014). CBMT aims to deliver information security training in short sequences
and is in that regard similar to, for instance, nano learning. However, CBMT also stipulates that training
should be delivered to users in a situation where it is of direct relevance. Thus, the training should be
perceived as more relevant and bring a reminding effect. Following the presentation of CBMT, the poster
will describe how CBMT has been evaluated so far and with what results. The poster will end with a
discussion on future research directions and suggestions for practical implementations of CBMT.
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