
e-Health as a target in Cyberwar: Expecting the worst in the COVID-19 Pandemic 

The use of e-Health creates vast potential to transform health care systems and advance clinical 
outcomes and service delivery. In particular, with the global spread of SARS-CoV-2 virus that causes 
COVID-19, the influence of health ICT is expected to be significant, for example, in minimising the risk 
of spread through close contact using Telehealth [1], and containing its spread through the use of 
contact tracing apps [2]. However, McGraw [3] argues that such ICT integrated systems not only 
harbour a lot of vulnerabilities that increase cyber threats, but our growing dependence on them is a 
key factor that makes cyberwar against such systems unavoidable. While this might seem far-fetched, 
e-Health can potentially be a target in cyberwar. At a strategic level, a cyber-attack on e-Health could 
compromise the integrity of data and systems, privacy of patients (through exposure of sensitive 
personal data – which might include key personnel within the government or the military), or the 
disruption of critical facilities. From this, one fundamental question arises: What would be the impact 
of weaponizing e-Health in the context of cyberwar? To explore this, the article will examine the concept 
of e-Health as a critical infrastructure within the society and its potential use and abuse in the context 
of cyberwar. 

Traditionally, the delivery of healthcare services depended on offline files and paper-based records, 
which led to discrepancies and inefficiencies [4](p.16). For example, previous contact tracing 
approaches were paper-based [5] which led to finite data collection, storage and access, poor data 
quality and privacy concerns. This was later changed and improved through the implementation of e-
Health. According to Ossebaard and Van Gemert-Pijnen [6], e-Health refers to the use of information 
and communication technologies to support health, well-being and the healthcare system. These 
technologies span from those offering storage of Electronic Health Records (EHRs), medical devices, 
mHealth applications, and telemedicine [7], to the reinforcement of secondary processes of care, such 
as, booking of appointments and case management [6]. As a result, e-health supports consumers with 
improved access and control over their health by emphasising self-management, involvement, and 
transparency [8], while at the same time providing healthcare professional with an opportunity to make 
clinical decisions and improve consumers’ welfare [4, 9]. As such, e-Health is regarded as a critical 
infrastructure as it is vital for the functioning of the society in terms of healthcare services delivery and 
public health. Its disruption can destabilise a society and at the same time put the national security at 
risk as it is often, among other critical infrastructures, considered as a preferred military target [10]. 

Evidently, there has been major improvement in the healthcare system attributed to disruptive 
technologies and in the dawn of COVID-19, people will rely more on e-Health in a number of ways. For 
example, [11] and [12] explain the importance of e-Health solutions such as Telemedicine in sustaining 
the capacity to provide health services not only to those stricken with COVID-19 but also to other 
patients suffering different conditions while still maintaining ‘medical distance’. Further, [11] claims 
that  the use of e-Health solutions during this global pandemic will help healthcare consumers obtain 
significant health information which could help them achieve better mental health and quality of life. 
In addition to this, public health officials are utilising the ubiquitous nature of smartphones to trace and 
identify individuals who have come in contact with an infected person by using contact tracing apps for 
COVID-19 [13].  With all these benefits and more, the digitisation of healthcare never lucks a downside 
that puts it on a tough and revealing test. Coventry and Branley [7] state that the cybersecurity 
infrastructure of the healthcare is wanting. This is attributed by an increase in interconnectivity, which 
exposes the sector to not only common but also to new vulnerabilities that put the security of health 
data and mobile medical devices at risk [14]. Further, taken in isolation, disruptive technologies in 
healthcare tend to introduce unanticipated vulnerabilities that create more cyber threats. According to 
Liff [15], attacks that use these vulnerabilities in computer networks can be exploited in cyberwar. 
These threats present opportunities for attackers to gain access to the network with the intention and 
different motives of compromising e-Health.  



In their work, Sevis and Seker [16] state that attackers compromise critical systems with the intention 
of pilfering, damaging or taking control of critical information. In the context of e-Health, the health 
data contains extensive information, and unlike financial data, resetting certain identifiers, for example, 
name and address is impossible [17], which makes it a potential target for attackers at different levels. 
Further, while the contact tracing apps and other contact tracing methods claim to protect the identity 
of possibly infected people and the people they encounter (which is arguable), a person’s health data 
can reveal whether they have had or have the virus. 

Therefore, exploitation of health data is conducted for several motives and with different outcomes. 
With the health data containing extensive source of valuable information, Martin et al. [17] indicates 
that financial gain is the key motive for compromising healthcare systems. Further, taken in isolation, 
contact tracing methods have also been highlighted by [18] as channels that provide opportunities for 
bad actors to commit both fraud and abuse.  Hence, a cyber-attack launched by non-state sponsored 
and opportunistic adversaries would have the following consequences and impact as listed in Table 1: 

Consequences Impact 

Active surveillance – collecting 
PII and COVID-19 data 

- Cybercrime - Random people targeted for medical 
identity theft and medical fraud insurance [7]. 

- Identity theft from COVID-19 related data. For example, 
COVID-19 patients’ personal data released to the public 
through texts like in the case of South Korea could be use 
by attackers to commit identity theft [18] 

Personal attacks derived from 

PHI and COVID-19 data 

- Cyberbullying – intimidating individuals with harm [19] 
especially with the stigma surrounding COVID-19.  

- Stalking of an individual based on supplied contact 
tracing data [20]. 

- Blackmailing – which might result to psychological and 
physiological effects [19] or even financial harm. 

- Harms to dignity or reputation as explained by [18] when 
data released by South Korean government sparked 
unpleasant rumours about certain individuals. 

- Location data derived from tracked mobile phones can 
be used to reveal an individual’s identity, frequent 
location and health information based on where one 
visits for treatment and hospital care  [21] 

Disruption of medical services 

[14] 

- Interrupted online appointment resulting from 

compromised telehealth systems. 

- Generation of spoof transmission to create logs of false 

contact events. This was identified as a risk on one of the 

contact tracing apps [22] 

- Interrupted access to laboratory tests, for instance in the 

case of LifeLabs [23]. This can be a problem when 

healthcare professionals want to access COVID-19 

related test results. 

Table 1: Consequences of lower-skilled cyberattack against e-health. 

However, in an age where global awareness of cyberwarfare has increased abruptly [24] cyber-attacks 

can not only be driven by political or financial gain, but by the ability to take lives [7]. State-sponsored 

attackers normally perpetrate these attacks. According to the Journal of Law and Cyberwarfare [25] 

pg.6, “state-sponsored attackers go after high value information that will give their countries a 

competitive and military advantage such as, intellectual property, classified military information, 



schematic drawing, etc.” This is indicative that they are driven more by strategic rather than financial 

gain.  

As such, health data exploited in this case can have severe consequences and impact listed in Table 2: 

In addition to these consequences, data collated by public health officials and stored in central 

databases or websites can be maliciously used in the context of cyberwar. For example, South Korea 

has maintained a public database of known COVID-19 patients, including their personal data, such as 

name, occupation, and travel routes [26]. While this might seem like a great move to reduce the spread 

of COVID-19, such information can be used to influence or manipulate the epistemology of the society, 

for example in the case of information warfare campaign at a strategic level [27]. 

Consequences Impact 

Active Reconnaissance – 

collecting PII and COVID-19 

related data from health data 

and central databases for 

enemy intelligence. 

- Key people targeted (either government or military), for 

example, The Trident Juncture 18 [28]. 

- Building a database of targets for further exploitation of 

PHI and personal data derived from COVID-19 central 

databases and websites. 

- Attempts to steal COVID-19 research data and intellectual 

property [29]. 

- Location trails uploaded to COVID-19 databases can be 

used to locate sensitive sites such as military bases and 

secure research laboratories [18, 30]. This could be used 

as a powerful planning tool for enemy intelligence 

- Location data derived from certain tracking apps and 

mobile phones can be used to track certain individuals and 

deanonymize them [31]. 

Personal attacks derived from 

PHI and centralised COVID-19 

databases. 

- Deanonymisaton of individual from location data derived 

from tracked phones and apps can be used to perpetrate 

revenge thus threatening the safety of the said person [30]  

- Prescriptions and personal medical records can be altered 

[19] with nefarious intentions of putting the patients’ 

safety at risk. 

- Disclosure of medical files. For example, the case medical 

files stolen from the World Anti-Doping Agency [32]. 

- Medical devices, for example insulin pumps or cardiac 

pacemakers, can be targeted and their data manipulated 

[33], which could be fatal or lead to physiological effects. 

- Black mail and extortion resulting from the COVID-19 

social stigma. This can also destabilise the society 

Mass disruption of medical 

services  

- Mass interruptions of appointments [34]. During the 

global pandemic online interruptions of appointments 

could disrupt the normal fabric of the society. 

- Disruption of vital medical facilities, for example, 

ventilators, which might be fatal. 

- Disruption of care and emergency services will lead to 

public unrest and instability. 



Mass defacements of health 

websites 

- Social disruption through the spread of propaganda – for 

example, in the case of the NHS websites where pictures 

of violence from Syria’s war were uploaded on the sites 

[35]. 

- Unavailability of information, which might cause mass 

confusion and scare, especially in these times.  

Table 2: Consequences of resourceful cyberwar against e-Health. 

 

As indicated in the table above, the exploitation of e-Health with the resources and skills of cyberwar 

causes an impact on the physical domain, regardless of whether there is a global pandemic, which are 

felt on the civilian, military and government spheres.  
 

While some strategic cyber-attacks directed towards e-Health, some of the attacks experienced are 

because of cyber-collateral damage [36]. For instance, the WannaCry cyber-attack which paralysed e-

Health across the NHS (UK) resulting in cancellation of surgeries, hospital diversion of emergencies and 

unavailability of patient records in both England and Scotland [37]. Initial investigations indicate that 

the NHS was not the specific target [38] hence showing that cyber-collateral damage can have adverse 

effects on e-Health in the context of cyberwar. Further, according to Fritsch and Fischer-Hübner [39], 

“future Battlefield of Things will be the weaponization of civilian or dual-use infrastructure.” This 

suggests that through interlinking of these infrastructures, the healthcare infrastructure can be caught 

in the crossfire thus having a destructive impact on an entire nation [10] as highlighted in Table 1 above. 

 

Having established the impact of weaponizing eHealth in the context of cyberwar, there is urgent need 
for adequate measures to prevent the worst from happening. With a dramatic increase in the number 
of cyber-attacks, some of the leading healthcare organisations are now investing in cyber and 
information security after the WannaCry, for example the NHS (UK) and HHS (US). Granted that the 
healthcare sector implements existing laws (e.g. HIPAA [40]) or invest in current standards (e.g. ISO/IEC 
ISO/IEC 27001:2017 [41].) and frameworks (e.g. NIST-CSF or NIST-PF); would these be enough to 
prevent cyberwar in the context of eHealth? These laws, standards and frameworks are rather relevant, 
however, in the context of cyberwar and information security in healthcare, a number of them would 
come in handy. For example, ISO/IEC 27032:2012 that describes guidelines for cybersecurity provide 
controls for addressing cyber risks, including controls for cyber organised criminals [42] and ISO/IEC 
27799:2016 that describes specific guidelines for information security management in health using 
ISO/IEC 27002 [43]. However, there needs to be implementation of other security measures to support 
the above. According to McGraw [3] one way to prevent this is to build security in the system that takes 
skilled and resourceful attackers with high levels of intent in consideration. Further, calculating possible 
risks by cyber-mapping all hardware and software within a critical infrastructure could protect critical 
infrastructure like e-Health from cyber threats [28]. In addition, improving the identification and 
management of highly advanced cyber incidents and attacks against critical infrastructures, for 
example, in the case of the European collaborative early warning system ECOSSIAN, [44] is also 
imperative in preventing the impact of cyberwar in e-Health. 
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