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Abstract:

The impact of Internet of Things (loT) will keep penetrating deeply in our daily life including homes,
public buildings, industries and even cities. Due to the prompt release and widespread need of loT
devices, it is getting harder to trace the background information and history of the device. It risks the
devices being vulnerable to various attacks. A well-designed authentication mechanism helps
administrator monitoring the devices and recording their behaviors within the network. However,
most of the approaches to device identification are device-type-based which are still deficient to trace
the source of the vulnerabilities of the device. Moreover, General Data Protection Regulation (GDPR)
encouraged and some cases mandated to share only the minimal amount of data, enforcing privacy-
by-default and by-design. To comply with EU policy, Federated learning seems to be ideal solution to
the privacy-persevering objective. In this paper, we aim to fingerprint the device not only the deice-
type but also the manufactures, vendors and any actors behind the device. Furthermore, we examine
the performance of different state-of-the-art machine learning methods and Federated Learning
between centralized and decentralized manner.

The PhD student who works on this has started last February and currently writing a paper on loT
device fingerprinting and identification on loT edge with Federated Learning.
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