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Abstract

This work addresses quantifying security risks associated with data
assets within design models of embedded systems. Attack and system
behaviours are modelled as time-dependent probabilistic processes. The
presence of the time dimension allows accounting for dynamic aspects of
potential attacks and a considered system: the probability of a successful
attack may change as time progresses; and a system may possess different
valuable data assets as its execution unfolds. For system modelling, we
employ semi-Markov chains that are a powerful tool to capture system dy-
namics. For attack modelling, we adapt prominent formalisms of attack
trees and attack graphs. These models are used to analyse and quan-
tify two important attributes of security: confidentiality and integrity. In
particular, likelihood/consequence-based measures of confidentiality and
integrity losses are proposed to characterise security risks to data assets.
Identifying these risks in embedded systems is especially relevant in order
to be able trading them off for other criteria, e.g. resource footprints. In
our method, we consider attack and system behaviours as two separate
models that are later elegantly combined for security analysis. This pro-
motes knowledge reuse and avoids adding extra complexity in the system
design process. We demonstrate the effectiveness of the proposed method
and metrics on real smart metering devices.
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